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PowerUp Sports Privacy & Data Protection Policy
Compliance with PIPEDA & Provincial Privacy Legislation

1. Overview

PowerUp Sports is committed to protecting personal information in compliance with the
Personal Information Protection and Electronic Documents Act (PIPEDA) and any substantially
similar provincial legislation, where applicable. This policy outlines how we achieve compliance
and ensure the secure handling of user data.

2. Collection, Use, and Consent

e Personal information is collected only for specified, legitimate purposes, such as player
registration, league administration, and payment processing.
Informed consent is obtained before collecting, using, or disclosing any personal data.
Users have the right to withdraw consent at any time, subject to legal or contractual
restrictions.

3. Data Protection & Security Measures

e Encryption & Secure Storage:
o All personal data is stored in encrypted databases with industry-standard security
controls.
o Payment data is never stored on PowerUp Sports servers; it is securely
processed via PCI-DSS-compliant payment providers (e.g., Stripe).
e Access Control:
o Data access is restricted to authorized personnel only.
o Multi-factor authentication (MFA) is enforced for administrative access.
e Data Minimization & Retention:
o Personal information is retained only as long as necessary to fulfill its intended
purpose.
o Data is securely deleted or anonymized once it is no longer needed.

4. User Rights & Transparency

e Users can request access, correction, or deletion of their personal information at any
time.
A privacy notice is provided outlining the purposes of data collection and user rights.
PowerUp Sports ensures full compliance with any provincial variations in privacy laws
(e.g., Québec’s Bill 64, BC’s PIPA, Alberta’s PIPA).
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5. Third-Party Data Sharing & Compliance

e Personal information is never sold to third parties.
e When working with third-party service providers (e.g., cloud storage, analytics tools), we
ensure they comply with PIPEDA and similar laws through data protection agreements.

6. Breach Response & Compliance Monitoring

e |ncident Response Plan:
o PowerUp Sports has a breach notification protocol to promptly inform affected
users and regulatory bodies in case of unauthorized data access.
o Audit logs are maintained to detect and respond to suspicious activities.
e Annual Privacy Review:
o Regular audits are conducted to evaluate compliance with privacy regulations.
o Employees handling personal data undergo annual privacy training.

7. Links To Other Web Sites And Services

e PowerUp does not provide links to outside sources. However, Club’s may elect to
publish links within the Service to third party websites as they see importance to the
delivery of Club programs. PowerUp is not responsible for the content of any third party
websites.

8. Contact & Compliance Requests

For any questions regarding personal information handling or to exercise privacy rights, users
can contact privacy@powerupsports.com
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